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Top Stories 

• A Georgia man associated with the $50 million Carder.su identity theft, payment card 
fraud, and cybercrime organization agreed to plead guilty to federal racketeering charges 
according to court documents released April 9. - Ars Technica (See item 8) 

• Oakland County Police charged 5 individuals with allegedly operating a multimillion- 
dollar theft ring that stole items from Las Vegas and southeastern Michigan retailers and 
pharmacies and resold them on the Internet. - Detroit Free Press (See item 19 ) 

• A former internal affairs lieutenant for the Miami-Dade Police Department was arrested 
April 8 in connection with allegedly working with a drug trafficking organization to assist 
in planning a murder plot and purchasing weapons for drug dealers in exchange for money 
and gifts. - CNN (See item 23) 

• Authorities issued a warrant and were searching for a man involved in a hit-and-run 
incident that killed 1 child and injured 14 others at a KinderCare day care center in 
Orlando, Florida, April 9. - CNN; WESH 2 Orlando (See item 29 ) 
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Energy Sector 



1. April 9, Forum of Fargo-Moorhead - (North Dakota) Tank overflow reported at oil 
well near Alexander. The North Dakota Department of Mineral Resources reported 
that an estimated 27,300 gallons of oil and an estimated 18,900 gallons of brine were 
contained after spilling due to an unexpected increase in pressure at an Oasis Petroleum 
North America-owned well that caused a tank to over flow April 7 near Alexander. 
Source: http://www.inforum.com/event/article/id/431702/group/News/ 

For another story, see item 11 



[ Return to top ] 

Chemical Industry Sector 

2. April 10, KFOR 4 Oklahoma City - (Oklahoma) One injured in explosion, fire at 
Oklahoma chemical plant. Firefighters responded to the Sabre Chem Inc., oil field 
chemical production facility in Tulsa April 9 after a series of explosions caused a 
massive fire, injuring one individual. Officials are investigating the cause of the fire 
and are determining if any chemicals were washed into nearby storm drains. 

Source: http://kfor.com/2014/04/10/one-iniured-in-explosion-fire-at-oklahoma- 
chemical-plant/ 

[ Return to top i 

Nuclear Reactors, Materials, and Waste Sector 

3. April 10, Augusta Chronicle - (Georgia) Steam problem triggers shutdown of Vogtle 
reactor. The Unit 2 reactor at the Plant Vogtle nuclear power plant in Georgia shut 
down automatically April 8 due to a loss of steam pressure. The plant’s operators are 
investigating the cause. 

Source: http://chronicle.augusta.com/news/metro/2014-04-09/steam-problem-triggers- 
shutdown- vogtle -reactor 

4. April 9, Associated Press - (New Jersey) Salem 1 nuclear power plant shuts down 
after steam generator issue. The Unit 1 nuclear reactor at the Salem Generating 
Station in Lower Alloways Creek Township was manually shut down April 8 after low 
steam generator water levels were detected by plant operators. A U.S. Nuclear 
Regulatory Commission (NRC) spokesman stated that the issue appeared to be 
electrical but that the NRC was awaiting a full report. 

Source: 

http://www.nj.com/business/index.ssf/2014/04/salem 1 nuclear power plant shuts d 
own following steam generator issue.html 

T Return to top i 
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Critical Manufacturing Sector 



5. April 9, U.S. Department of Labor - (Texas) Fort Worth tank parts manufacturer 
cited by the US Department of Labor’s OSHA for exposing workers to struck-by 
and amputation hazards. Pressurized tank components manufacturer EICA Industries 
Inc., was cited by the Occupational Safety and Health Administration for 17 serious 
violations at its Fort Worth facility, with proposed fines totaling $46,000. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=25842 

6. April 9, U.S. Department of Labor - (Illinois) US Labor Department’s OSHA fines 
Interlake Mecalux $71,700 for exposing workers to amputation, serious hazards at 
Illinois storage system manufacturer. Storage and racking systems manufacturer 
Interlake Mecalux Inc., was cited by the Occupational Safety and Health 
Administration for 17 serious safety violations at its Melrose Park facility, with 
proposed fines totaling $71,700. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=25836 
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Defense Industrial Base Sector 



See item 24 



T Return to top i 



Financial Services Sector 

7. April 9, KTLA 5 Los Angeles - (California) ‘Lugar Bandit’: Violent bank robber 
strikes again. Police reported that a suspect known as the “Luger Bandit” robbed a 
Chase Bank branch in San Dimas April 9, the seventh robbery linked to the suspect in 
Los Angeles, San Bernardino, and Riverside counties since January. 

Source: http://ktla.com/2014/04/09/lugar-bandit-sought-in-series-of-violent-bank- 
robberies-strikes-again/ 

8. April 9, Ars Technica - (International) Man behind Carder.su racketeering, other 
cybercrime, pleading guilty. A Georgia man associated with the Carder.su identity 
theft, payment card fraud, and cybercrime organization agreed to plead guilty to federal 
racketeering charges according to court documents released April 9. As many as 55 
alleged members of the group that caused $50 million in losses have also been charged, 
with 8 pleading guilty and many remaining at large. 

Source: http://arstechnica.com/tech-policv/2014/04/man-behind-carder-su- 
racketeering-other-cybercrime-pleading-guiltv/ 
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For another story, see item 24 
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Transportation Systems Sector 

9. April 10, Associated Press - (Missouri) Repairs interrupt Amtrak runs in Missouri. 
Amtrak passenger service experienced disruptions on the carrier’s river runner route 
between Kansas City and St. Louis due to damage on a section of the track east of 
Warrensburg caused by heavy rains the week of April 1. Union Pacific began 
conducting repairs to the track which will require afternoon closings through April 1 1 
Source: http://abcnews.go.com/Travel/wireStory/repairs-interrupt-amtrak-runs- 
missouri-23266375 

10. April 10, CNN - (California) Stomach illness that hit 83 people on cruise ship may 
be linked to norovirus. The Crown Princess Cruise ship was hit with a gastrointestinal 
illness that affected at least 66 passengers and 17 crew members April 9, possibly 
caused by the norovirus. Those affected were isolated to their quarters for the 
remainder of the 7 day cruise ending April 12. 

Source: http://www.cnn.com/2014/04/09/us/california-cruise-ship-norovirus/index.html 

11. April 10, Huntsville Times - (Alabama) Alabama 119 reopened after crash, gas leak 
at Cahaba Valley Trace. All lanes of a portion of Alabama 119 near Cahaba Valley 
Trace were reopened April 10 after a vehicle crashed, caught fire, and ruptured a 
natural gas pipeline, causing authorities to shut down the highway for 2 hours and 
relocate students from nearby elementary and middle schools. 

Source: http://blog.al.com/spotnews/2014/04/alabama 119 closed at cahaba v.html 

12. April 9, Columbia The State - (South Carolina) Former Columbia postal worker 
admits to stealing secret service counterfeits, buying drugs. A former Columbia, 
South Carolina postal worker pleaded guilty April 9 to stealing mail containing over 
$10,000 in counterfeit bills being shipped to the U.S. Secret Service while on his postal 
route. 

Source: http://www.thestate.com/2014/04/09/3377410/former-columbia-postal- 
worker.html 

T Return to top i 

Food and Agriculture Sector 

13. April 10, U.S. Food and Drug Administration - (National) Bissinger’s announces a 
voluntary recall of its Dark Chocolate Bunny Ears due to undeclared milk. The 
U.S. Food and Drug Administration announced April 10 that Karl Bissinger’s LLC 
recalled its Dark Chocolate Bunny Ears products due to mislabeling and undeclared 
milk. 

Source: http://www.fda.gov/Safety/Recalls/ucm392779.htm 
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14. April 10, Fox News; Associated Press - (California) Calif, city declares Sriracha hot 
sauce factory a public nuisance. The Irwindale City Council declared the city’s Huy 
Fong Foods, Inc., Sriracha hot sauce production facility a public nuisance April 9 and 
ordered its operators to make changes within 90 days that will prevent the release of 
fumes which result from the grinding of chili peppers. Residents complained that the 
odor causes stinging of their eyes, headaches, and coughing fits. 

Source: http://www.foxnews.com/us/2014/04/10/calif-citv-declares-sriracha-hot-sauce- 
factory-public -nui s an ce/ 

15. April 9, U.S. Food and Drug Administration - (National) Lisy Corporation issues 
recall on: Lisy Sweet Basil (Albahaca) 6 Oz., item 1132 lot #'s A013 0518 & A014 
0518. The U.S. Food and Drug Administration announced April 9 that Lisy 
Corporation voluntarily recalled 6 ounce jars of its Lisy Sweet Basil (Albahaca) due to 
possible Salmonella contamination. 

Source: http://www.fda.gov/Safety/Recalls/ucm392650.htm 
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Water and Wastewater Systems Sector 

16. April 9, Mooresville Tribune - (North Carolina) Water-boiling advisory should be 
lifted sometime today, town says. A large number of Mooresville, North Carolina 
residents were placed under a boil water order for April 8 after a water main broke 
April 7 when a tree fell and sheared the water main near the town’s water treatment 
plant. 

Source: http://www.mooresvilletribune.com/news/water-boiling-advisory-should-be- 
lifted-sometime-today-town-says/article 06f699d2-bf65-lle3-9790- 
001a4bcf6878.html 



17. April 9, Murrieta Press-Enterprise - (California) Murrieta: Water line rupture 
closes California Oaks Road. A 16-inch water pipe in Murrieta, California, ruptured 
April 9 and spilled around 450,000 gallons of water, buckled pavement, disrupted 
traffic, and closed a section of California Oaks Road for up to 2 weeks in order to 
repair the damage. 

Source: http://blog.pe.com/breaking-news/2014/04/09/murrieta-water-rnain-rupture- 
closes-california-oaks-road/ 
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Healthcare and Public Health Sector 

18. April 10, Associated Press - (New Mexico) Helicopter crashes on roof of New 

Mexico Hospital. The pilot of a medical helicopter was checked out for minor injuries 
April 9 after he crashed atop the University of New Mexico Hospital in Albuquerque 
near the landing pad on the roof. 

Source: 

http://www.theledger.com/article/20140409/NEWS/140409 154/1410?Title=Helicopter- 
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Crashes-on-Roof-Of-New-Mexico-Hospital 



19. April 9, Detroit Free Press - (Michigan; Nevada) Police: ‘Amazing’ $15,000-a-day 
shoplifting ring targeted CVS, Walgreens. Oakland County Police charged 5 
individuals with operating a multimillion-dollar theft ring that stole items from Las 
Vegas and southeastern Michigan retailers, including CVS and Walgreens, and resold 
them on the Internet. The suspects stole as much as $15,000 a day in over-the-counter 
drugs and other goods from pharmacies and retailers and stored the items in a 
warehouse. 

Source: http://www.freep.com/article/20140409/NEWS03/304090129/shoplifting-ring- 
stole-thousands-of-dollars-Oakland-county 

For another story, see item 20 
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Government Facilities Sector 

20. April 9, WHNT 19 Huntsville - (Alabama) Madison County building extensively 
damaged by water leak. A water leak the week of March 3 1 flooded the Madison 
County Sales Tax Department and the Alabama Department of Veterans Affairs 
building in Huntsville prompting its indefinite closure. Officials are assessing the total 
amount of damage and have relocated employees until repairs are made. 

Source: http://whnt.com/2014/04/09/madison-countv-building-extensively-damaged- 
by-water-leak/ 

21. April 9, KDFW 4 Dallas - (Texas) Man accused of stealing copper from 30 DISD 
schools arrested. A suspect was arrested by Dallas Independent School District police 
in connection to at least 30 copper theft incidents at schools in the district beginning in 
2012 . 

Source: http://www.mvfoxdfw.com/storv/25206016/man-accused-of-stealing-copper- 
from-30-disd-schools-arrested 



For additional stories, see items 11, 12, and 24 
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Emergency Services Sector 

22. April 10, Associated Press - (Oregon; Washington) 911 service restored in Wash, 
after statewide outage. Century Fink announced April 10 that 9-1-1 service throughout 
Washington was restored after a disruption which lasted more than 5 hours. Emergency 
phone service in Oregon was also impacted. 

Source: http://www.katu.com/news/local/91 1-service-down-for-Western-Washington- 
part-of-Oregon-25468508 1 .html 
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23. April 8, CNN - (International) Miami cop accused of helping drug traffickers get 
guns, plot killing. A former internal affairs lieutenant for the Miami-Dade Police 
Department was arrested April 8 in connection with allegedly working with a drug 
trafficking organization to assist in planning a murder plot and purchasing weapons for 
drug dealers in exchange for money and gifts. The former lieutenant also reportedly 
used contacts at airports to transport weapons in carry-on luggage during international 
trips. 

Source: http://www.cnn.com/2014/04/08/iustice/miami-police-lieutenant- 
arrested/index.html 



[Return to top ] 

Information Technology Sector 

24. April 10, Softpedia - (International) Deltek suffers data breach, hackers gain access 
to credit card information. Deltek reported that attackers breached the company’s 
GovWin IQ Web site, exposing personal and financial details of around 80,000 
employees of federal contractors and about 25,000 payment card details belonging to 
customers of the site’s eCommerce platform. The breach was first discovered March 13 
but occurred sometime between July 3, 2013 and November 2, 2013. 

Source: http://news.softpedia.com/news/Deltek-Suffers-Data-Breach-Hackers-Gain- 
Access-to-Credit-Card-Information-436861.shtml 



25. April 10, The Register - (International) Not just websites hit by OpenSSL’s 
Heartbleed - your PC, phone and more may be in peril. A researcher from the 
SANS Institute reported in a presentation that the Heartbleed vulnerability in OpenSSL 
could also affect devices and applications on the client side as well as the server side, 
potentially allowing attackers to obtain passwords and cryptographic keys from PCs, 
phones, routers, and other devices. 

Source: 

http://www.theregister.co.uk/2014/04/10/many clientside vulns in heartbleed says s 
ans/ 



26. April 10, Softpedia - (International) SQL injection vulnerability fixed in Orbit Open 
Ad Server. High-Tech Bridge researchers identified and reported a SQL injection 
vulnerability in the popular open-source ads server Orbit Open Ad Server that could 
have allowed attackers to compromise Web sites running vulnerable installations. 
OrbitScripts fixed the vulnerability after being notified by the researchers. 

Source: http://news.softpedia.com/news/SQL-Iniection-Vulnerability-Fixed-in-Orbit- 
Open- Ad-Server-436925 .shtml 

27. April 9, Threatpost - (International) BlackBerry patches remote code execution 
vulnerability. BlackBerry released an update April 9 which closes a remote code 
execution vulnerability in BlackBerry 10 that could be exploited in a limited number of 
scenarios. 

Source: http://threatpost.com/blackberrv-patches-remote-code-execution- 
vulnerability/ 105373 
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28. April 9, The Register - (International) Uh oh! Here comes the first bug in the 
Windows 8.1 Update. Microsoft suspended distribution of the Windows 8.1 Update 
for April after some enterprise customers using Windows Server Update Services 
(WSUS) 3.0 Service Pack 2 reported that the update prevented machines’ abilities to 
receive future updates. 

Source: http://www.theregister.co.uk/2014/04/09/windows 81 update bug/ 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

Nothing to report 
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Commercial Facilities Sector 



29. April 10, CNN; WESH 2 Orlando - (Florida) Authorities issue arrest warrant in 
deadly Florida day care center crash. Authorities issued a warrant and were 
searching for a man involved in a hit-and-run incident that killed 1 child and injured 14 
others at a KinderCare day care center in Orlando April 9. The suspect was allegedly 
driving a vehicle that struck a car, which jumped the curb and crashed into the facility. 
Source: http://www.cnn.com/2014/04/10/us/florida-day-care-center-crash/ 

30. April 9, U.S. Department of Labor - (Oklahoma) Tulsa developer exposes workers to 
fall hazards; US Department of Labor's OSHA proposes $90,600 in fines. The 
Occupational Safety and Health Administration cited Case Development LLC for 2 
serious violations and 2 repeat violations after inspectors found the company failed to 
protect workers from dangerous falls and other serious hazards during a November 
2013 inspection of an under-construction apartment building in Norman. Proposed 
penalties totaled $90,600. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=25833 

31 .April 9, Las Vegas Review -Journal - (Nevada) Southern Nevada health officials 
investigating Las Vegas-area stomach flu. The Southern Nevada Health District 
announced April 9 that it is investigating a possible outbreak after Planet Hollywood 
Resort and Casino in Las Vegas reported that at least 200 people attending a conference 
during the weekend of March 28 contracted a stomach virus. 
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Source: http://www.reviewioumal.com/life/health/southern-nevada-health-officials- 
investigating-las-vegas-area-stomach-flu 



32. April 9, Reuters - (Pennsylvania) Philadelphia Old City fire destroys landmark 
clothing store. Authorities are investigating the cause of a 2-alarm fire that broke out at 
the Suit Comer apparel store in the Old City area of Philadelphia April 9. Fire officials 
reported that the roof collapsed and the building was destroyed. 

Source: http://www.reuters.com/article/2014/04/Q9/us-usa-philadelphia-fire- 



idUSBREA3 8 1EE20 140409 



33. April 9, Ventura County Star - (California) Crews clean up chlorine spill caused by 
vandals at Camarillo YMCA. HAZMAT crews responded to the Camarillo YMCA in 
California April 9 after vandals broke into the facility’s outdoor pool area and kn ocked 
over two 55-gallon drums of chlorine and muriatic acid. The building was evacuated 
and nearby residents were ordered to stay indoors for about 5 hours while crews 
worked to clean the spill. 

Source: http://www.vcstar.com/news/2014/apr/09/hazmat-crews-respond-to-chlorine- 
spill-at-ymca/ 

For another story, see item 19 
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Dams Sector 

34. April 9, Kennewick Tri-City Herald - (Washington) Water pressure is likely cause of 
Wanapum Dam crack. The Grant County Public Utilities District stated April 9 that 
engineers and analysts determined that water pressure on the face of the Wanapum 
Dam was the likely cause of a 65 foot crack February 27. 

Source: http://www.tri-cityherald.com/2014/04/09/2919899/water-pressure-is-likelv- 
cause.html 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 
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Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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